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Ilporpama BcTynmHoro BHNPoOOYBaHHS [0 acHipaHTypd 3a  CIIEI{aJbHICTIO
122 «Komm’roTepHi Hayku» BimoOpakae Taki po3jiiiid TEOPEeTHYHUX Ta MPAKTUYHHUX OCHOB
y ctepi KOMIT FOTEPHUX HAYK:

—  apxiTeKTypa CyYyacHHX KOMIT'FOTEPHUX CHCTEM;

— MOJENIOBaHHS CUCTEM Ta MPOLIECIB;

— MalllMHHE HaBYaHHS Ta IITYYHH iHTEEKT;

— aHani3 Ta 00po0Ka BEIUKUX JaHHUX;

— 3aXHMCT JaHUX B Cy4YaCHHUX KOMIT FOTEPHUX CHCTEMAaX Ta MEpeXKax.

1. ApXiTekTypa cy4acHHX KOMII'IOTEPHHX CHCTEM

1.1 ITpuauunu noOynoBu Ta GyHKIIOHYBAHHS KOMIT IOTEPHHUX CHCTEM;

1.2 Apxirexrypa ¢on Heiimana Ta rapeapicbka apXiTeKTypa KOMIT IOTEPHHUX CHCTEM;
1.3 ApxiTeKkTypa cUCTeMH KOMaH]I, MiKpOapXiTeKTypa Ta CHCTEMHE IIPOEKTYBAHHS;
1.4  Takconomis ®iinHa i I KOMITIOHEHTH;

1.5  ApxiTekrypa Habopy KOMaH[ Cy9aCHUX MPOLECOPIB;

1.6  TexHosorii Ta 3acobu BipTyaisarii;

1.7  IlapanenbHi KOMII'IOTepHi apXiTEKTYpH;

1.8 IIpuHuunu moOynoBH PO3MOIiIEHHX CHCTEM;

1.9  I'pin-texnomnorii Ta cepsicy;

1.10 Cucremu i Mepexi 30epiraHss JaHuX;

1.11 XmMapHi Ta TyMaHHi 0OUHCIEHHS;

1.12 CynmepkoMI’jOTHHI: IPUHIUIH, KOMIIOHEHTH, ChepH 3aCTOCYBaHHS;

1.13  KBaHTOBi 064HCIIEHHS: apXiTEeKTypa, aITOPUTMH Ta 3aBJAHHS;

1.14  ApxitexTypa Ta MK po3po0KH MPOrpaMHOro 3abe3neyeHHs;

1.15  CyuacHi onepaniiiHi cucTeMH Ta iX apXiTeKTypa.

2. MojaenoBaHHA CHCTEM Ta MPOIECIB

2.1. IlpuHIuImM MOAEIIOBAHHA CKIAIHUX TEXHIYHUX CUCTEM Ta IIPOTIECIB;

2.2. Knacudikaris Ta OCHOBHI BIaCTHBOCTI MaTEMaTUIHUX MOJeEIE;

2.3. Bumoru qo MaTeMaTHYHUX MOJENEH;

2.4,  CrpyKTypHO-®OYHKLIOHAJIEHE MOEIIOBAHHS CUCTEM;

2.5. MaremaTudHe MOJIENIIOBAHHS CUCTEM;

2.6. ImiTamiiine MOIETIOBAHHA CUCTEM,

2.7. AmnayniThyHi MeToaH GOPMAai30BAHOTO NPEACTABIEHHSI CUCTEM;

2.8. CrarrctuyHi MeToau GOPMali30BaHOTO MPEICTARIEHHS CUCTEM;

2.9. Jloriuwi i rpacdiuni MeTORH (opMATi30BaHOTO IPENCTARIEHHS CUCTEM;

2.10. Ertanu Ta 0coGIMBOCTI MO/IEIOBAHHS TEXHIUHOT CHCTEMH (IIpOIeCy);

2.11. baraTouMHHUKOBHI KOpeNnsuiiHo-perpeciiinmit ananis;

2.12. 3acrocyBaHHs Teopili MHOXWH, rpadiB Ta MacoBOr0 OOGCIYyrOBYBAaHHS IS
2



MOJIETIOBaHHS TEXHIYHUX CHCTEM 1 IPOIIECiB;

2,13,
2.14.
2,15,

Oco06nuBOCTi MO/IEIIOBAHHS CHCTEM MiATPUMKH NPUHAHATTS PillleHb;
Cy4acHi IHCTpyMEHTH KOMIT IOTEPHOTO MOJIEIIOBAHHS;
Texnomnorii 3-D MoaenoBaHHs POLECIB Ta CUCTEM.

MamuHHe HAaBYAHHS TAa IMITYYHHH iHTEJEKT

3.L.
3.2,
3.3.
34.
3.5.
3.6.
3.7
3.8.
3.9,

3.10.
Sl
S.l2.
313,
3.14.
3.15.

KomnonenTu Ta nini MamuHHOTO HaBdanHs (Machine Learning);
Hapuanns 3a npeneienTamMu (iHIyKTHBHE) Ta AeAyKTHBHE HABYAHHS,
Mainunane HaBuaHHS 3 yuuteneM (Supervised Learning);
Mainuase HauanHs Oe3 Buutens (Unsupervised Learning);
Mamvnre HapuanHs 3 nigkpinneHasM (Reinforcement Learning);
I'nuboxe HaBuanHs (Deep Learning);

[ToHATTS Ta BUAK HEHPOHHUX MEPEK;

Knacudikanis cyqacHIX HEHPOHHUX MEPEK;

3acTocyBaHHs MAlIMHHOTO HABYaHHS y 3a/1a4ax KibepOesneku;
Cy4acHi 6167110TeKH MaIlTHHHOTO HABYAHHS,

Meronu i mozeni mryuHoro intenexry (Artificial Intelligence);
O6pobka npupoauoi Moy (Natural-Language Processing);
Mamunnuit 3ip (Machine Vision);

ApxitexTypa i pyHKiT Heiipokomm toTepis (Neurocomputer);
CyvacHi BUK/IMKH 1 TEHIEHIIi] PO3BUTKY LITYYHOTO iHTEJEKTY.

AHaji3 Ta 06po0Oka BeJHKHX JaHHX

4.1.
4.2,
4.3,
4.4.
4.5.
4.6.
4.7.
4.8.
4.9.

4.10.
4.11.
4.12.
4.13.
4.14.
4.15.

IoHsTTs, KpUTEpiil Ta XapaKTEPUCTUKH BENMKHX JaHUX (KoHuemis 3V);

[lepexymMoBH Ta YMHHUKY BUHUKHEHHS NOHATTS Big Data;
IIpyHIUNHY POOOTH 3 BETMKHUMH JaHUMHU;

Data Mining six MeTOJ1 aHalli3y BENMKKMX JaHUX;
Crowdsourcing six MeToq aHalli3y BEIMKKX JAHUX;
Knacudixanis ta KacTepHHit aHaJli3 BEIMKHX JaHUX;
Bizyanizanuis sk MeTox aHali3y BEIMKUX NaHWX;
3acTocyBaHHs MALIMHHOI'O HABYAHHS IS aHAJi3y BEJIMKMX JAHUX;
Koruituenwmii aHani3 gaHux;

TexHomnorii 00poOKH BEIIMKKX JaHHX;

Benwki nani B indopmarniiHo-KOMyHIKaIiHHIX cHCTEMAX;
O6pobka BeuKuX AaHux B KoHuenii [oT;

IIpobGnemu 06poOKY BenVKUX JMaHKX Y 3a1a4ax KibepOesmeku;
3axuineHe 30epiranns i 06po6Ka BeIUKUX JaHUX;

Cyu4acHi IHCTpyMeHTH poGOTH 3 BETMKMMH JaHIMH.



5. 3axHCT AaHHUX B CyYaCHHX KOMII’IOTEPHHX CHCTEMAaX Ta MepexKax

5.1. Tlomstrs indopmaniiinoi Oesnexu (kibGepbesrekn), ypasiIMBOCTI, PH3HUKY,
3arpo3, aTaky Ta iHIMIEHTY B KOMIT IOTEPHUX CHCTEMaX Ta MEpexax;

5.2. CraHfapT Ta pEKOMEHIOBaHI TPAKTHKH IIOAO0 3axucTy indopmamii B
KOMIT' FOTEPHUX CHCTEMAax Ta MEpexax;

5.3. Mogeni indopmaniiiHoi Oesneku (KiGepOesmexku), OCHOBHI 1 JOJATKOBI
XapaKTEPUCTUKH 3aXUIIEHOCT] JAHUX B KOMIT' FOTEPHUX CHCTEMaX Ta MEpeXkax;

5.4. Mogeni 3arpo3 Ta MOPYIIHKKA B KOMIT FOTEPHUX CHCTEMAX Ta MEPEKaX.

5.5. Knacudikanis atrak Ha KOMIT'IOTEPHI CUCTEMH;

5.6. Kpunrorpadiyauii 3axmct iHopMmauii: NPHUHIWIM, aITOPUTMH, PEKHUMHU
mu(pyBaHHs, OOYHCIIOBaNbHA, NpPAKTHYHA T4 TEOPETUKO-iHGOpPMAaIiiiHa CTIHKICTh
KPHUIITOAITOPUTMIB, Cy4acH1 METO/IM KPUIITOAHATI3Y;

5.7.  CumeTpHuHi Ta aCUMETPUYH] K pU, IPUHIKUIH TOOYI0BY Ta 0COGIMBOCTI iX
3aCTOCYBaHHs, IpobiieMa PO3MOALLY KIIOUiB IMH(PYBaHHS, 0COOIMBOCTI BUKOPHCTAHHS
NP-cknanuux 3aaq B Kpunrorpadii;

5.8. Ilomsrra ELII Ta #foro 3actocyBanus, anroputm¥ i crangaptu ELI, cucrema
ELII Ykpainu Ta ii 3acTocyBaHHS IJsl 3aXKCTY JaHHX;

5.9. KsanToBa xpunrorpadis: 6a30Bi IPUHIUIN, OCHOBHI IPOTOKOIH, KBAHTOBHI
PO3MO/iN KII0YiB Ta KBaHTOBUH NpsiMuil Ge3meynuil 38'130K, M00yI0Ba Ta 3aCTOCYBAHHS
KBaHTOBUX CHCTEM 3aXHUCTy iH(popMallil, KBAHTOBHI KPUIITOAHAI3;

5.10. Creranorpadiynuii 3axXMCT JaHUX: KpHUTepii cTeraHocTiikocTti, mudposa Ta
KOMII'I0TepHa cTeraHorpadis, aTaku Ha cTeraHorpadivti cucTeMu 3aXucTy iHpOpMALlii;

5.11. Aymur xiGepGesnexu, TexHosorii BunpoOyBaHHs critikocti (Penetration
Testing) xoMII"FOTepHHUX CHCTEM Ta MEPEIXK;

5.12. IanmaeHT-MeHeKMEHT: 0a30Bi MOHSITTS, (a3u KUTTEBOrO LUK, apXiTeKTypa
Ta QYHKIIIi TUIIOBOI CHCTEMH YIIPaBNiHHS IHIUIEHTaMH iHpOpMAaIiiHOT Ge3meKH;

5.13. Crpyxkrypa i dyHkii cydacaux daepBoinis, antugipycis, IDS / IPS;

5.14. IlpuHupnu nodynosu i dyHKUionyBaHHs cyyacHrX SIEM cucrem;

5.15. OcobnuBOCTI 3aXUCTy JaHKUX Y PI3HUX ONepaLifiHUX CUCTEMAaX.
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